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the responsibility for specifying and maintaining authorization policies to the level of individual events, yet ensure the
overall structure and overview on the framework level. This
paper introduces EFSOC, an Event-driven Framework for
Service-Oriented Computing. We will provide comprehensive overview of the framework and its main features and
concentrate on its ability to specify and query security constraints.
Adequate security measures are a necessary requirement
for conducting business in a service-oriented setting. The
highly dynamic environment in which services are deployed
may give rise to rapidly changing business alliances and partnerships. Each partnership, whether it is in a customersupplier scenario, or in a joint partnership, may be created
Categories and Subject Descriptors
or disassembled ad-hoc and without prior notiﬁcation. Yet,
H.3.5 [INFORMATION STORAGE AND RETRIEVAL]: access control must be maintained to ensure that subjects
cannot invoke or publish services without having the proper
Online Information Services—Web-based services
authorization to do so.
; K.4.4 [COMPUTERS AND SOCIETY]: Electronic
Access control provides a mechanism to prevent unauthoCommerce—security
rized use of resources. Due to the dynamic nature of services
usage, authorizations often need to be created and revoked
General Terms
in an unanticipated fashion. Therefore, access control must
Security
be able to address such a rapidly changing environment and
circumstances.
In this paper, we will address an approach to specifying
Keywords
and querying security constraints for service-oriented comEFSOC, EDL, role-based access control, service-oriented computing. The approach is based on a multi-layered framework
puting
for service-oriented computing, which is called the EFSOC
framework [10]. We introduce the EDL language for specifying and querying role-based and event-driven security con1. INTRODUCTION
straints. In addition to the introduction of the EDL lanOur research concentrates on associating authorization
guage, the architecture of a prototype of the EFSOC framepolicies with events. Events are related to each other in a
work and the EDL language is presented.
coherent and dynamic framework. This allows us to delegate
This paper is organized as follows. In section 2, we de1
scribe
a case study in the ﬁeld of Incident Response and
This work has been partially funded by the Netherlands
Security that was performed at Tilburg University’s ComOrganization for Scientiﬁc Research (NWO) as part of the
PRONIR project.
puter Emergency Response Team (CERT), which is responsible for monitoring and managing roughly 5,000 systems
spread over a large geographical area.
The case study will be used to illustrate the concepts and
Permission to make digital or hard copies of all or part of this work for
constructs of the EFSOC framework, which is introduced in
personal or classroom use is granted without fee provided that copies are
section 3.
not made or distributed for profit or commercial advantage and that copies
In section 4, we elaborate on the facilities that EFSOC
bear this notice and the full citation on the first page. To copy otherwise, to
oﬀers
for speciﬁcation and querying security constraints, afrepublish, to post on servers or to redistribute to lists, requires prior specific
ter which we introduce a prototype implementation and its
permission and/or a fee.
architecture in section 5.
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Service-Oriented Computing is a new paradigm for the speciﬁcation and deployment of distributed services in highly
dynamic environments. The very nature of the context in
which service-oriented computing thrives imposes unique security requirements. Large scale interconnection of systems
and services, rapidly changing service compositions and adhoc composition and invocation of services require a ﬂexible
security model that is able to adapt to these changes. In this
paper, we present an approach to speciﬁcation and querying
of security (access control) constraints in the context of the
event-driven framework for service-oriented computing. 1

