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ABSTRACT
Web services have been the focus of much research activities
in recent years, especially those that provide a virtual framework for resource sharing across institutional boundaries. As
a consequence of this, we envision a service rich environment
in the future, where service consumers are faced with the inevitability of selecting the “right” service. In such a scenario
the Quality of Service (QoS) serves as a benchmark to diﬀerentiate between services. However, the autonomy of service
providers implies that the provider may defect in the course
of service delivery, and not accurately deliver the quality
agreed upon within a Service Level Agreement (SLA). It becomes necessary, therefore, to measure how “trustworthy” a
provider has been in complying with the agreed levels in the
SLA in the past. We propose Quality of Compliance (QoC),
which provides a mechanism for assessing the level of compliance of the service provider to an SLA, and therefore gives
an indication of the actual service quality delivered. We also
present our prototype implementation of WS-QoC.

Categories and Subject Descriptors
C.4 [Computer Systems Organization]: Performance of
Systems—Reliability, availability, and serviceability

General Terms
Algorithm, Performance, Reliability, Measurement
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1.

INTRODUCTION

The pervasiveness of Web services provides a novel form of
communication between individuals and organisations, leading to new ﬂexible work patterns and making organisational
boundaries more permeable. Upcoming standards for the
description and advertisement of, as well as the interaction
with, Web services promises a seamless integration of business processes and applications over the Internet. As a con-
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sequence of the rapid growth of Web services, consumers
are faced with the inevitability of selecting the “right” service. In such a scenario the Quality of Service (QoS) serves
as a benchmark to diﬀerentiate services [20] – and thereby
aid the selection process. In this paper we assume that the
current rapid takeup of Web services is likely to lead to a
service ‘rich’ environment, necessitating users to select between services oﬀering related functionality.
In the context of Web services, QoS metrics determine the
service usability and utility, both of which inﬂuence the popularity of the service. It comprises of techniques that aim to
bring a balance between the needs of the service consumer
and those of the service provider – while being constrained
by the limited network and server resources [11]. Delivering QoS is a critical and signiﬁcant challenge because of its
dynamic and unpredictable nature. To ensure this QoS, the
service consumer jointly with the service provider should deﬁne a Service Level Agreement (SLA) as part of a service
contract. An SLA provides some guarantees about the likely
behaviour of a Web service for the consumer. An SLA also
deﬁnes the mutual understandings and expectations of service delivery between the service provider and service consumer. An SLA is often deﬁned between a single provider
and consumer – although there may be cases where both
providers and consumers can be grouped – and the SLA is
deﬁned for the group.
Although, the main goal of the SLA is to enforce the service delivery based on various QoS properties, the parties
in the SLA cannot always be assumed to be trustworthy to
fulﬁl their obligations. Hence, a service provider which offers excellent QoS metrics for delivering a particular service
might not accurately deliver the agreed levels of these metrics. There is no mechanism to quantify how trustworthy
the service provider has been in previous service deliveries.
The degree of trustworthiness has been loosely deﬁned as the
“reputation” of the provider in [1], [5], [19] and [9]. These
authors quantify the reputation of the entities in their system based on plausibility consideration. However, plausibility consideration, which is contingent upon prior beliefs, fails
to quantify the degree of trustworthiness in an entity. Obreiter [12] points out the limitation of plausibility consideration as follows: (1) the system assumes that the recommendation from a trusted entity is always correct (trustworthy);
(2) the recommendations from newcomers are considered untrustworthy sometimes as there is no ﬁrst hand experience
with the recommendee and the recommendation behaviour

